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1 Version 

Application Notes may be updated over their lifetime.  To ensure you design with the correct version, please check the 
application notes page in www.sierrawireless.com for latest versions. 

2 Introduction 

This Application Note (APN) is provided to Sierra Wireless distributors and clients to aid more rapid development of embedded 
applications using the Sierra Wireless portfolio of cellular solutions. To request a new application note, contact your regional 
Sierra Wireless Product Marketing Manager. 

3 Application Note Description 

This FTP over SSL (FTPS) application note shows how to interact with an FTPS server through GPRS to perform an FTP PUT 
and FTP READ action. The diagram below shows the algorithm that does the FPTS transfer: 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. FTP over SSL Algorithm 

 
Two internal TCP servers have been set up to receive the FTP protocol created from the control channel and data channel. On 
the other hand, two SSL clients connect towards the FTPS server control channel and data channel. 
All data which the two TCP servers received will be forwarded to the SSL library. As a result, all FTP data will be encrypted 
and sent through GPRS to the FTPS server and vice versa. 
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4 Custom AT Commands 

The following AT commands are included in the Open AT application: 

AT Command Syntax 

AT+FTPS="<GPRS_APN>","<GPRS_USERNAME>","<GPRS_PASSWORD>","<FTP_IP>","<FTP_USER>","<FTP_PASSWO
RD>",<FTP_PORT> 

Parameters Values Description 

GPRS_APN string Access point name 

GPRS_USERNAME string User name for GPRS 

GPRS_PASSWORD string Password for GPRS 

FTP_IP string The IP address of the FTPS server 

FTP_USER string FTPS login name 

FTP_PASSWORD string FTPS password 

FTP_PORT Integer Listening port of the FTPS server 

 

AT Command Syntax 

AT+FTPSEND="<Number of Kbytes>” 

Description 

This command is used to send a file called “data.txt” to the FTPS server. The content of this file is stored in the buffer[ ] array 
which is inside entry_point.c  

Parameters Values Description 

Number of Kbytes Integer Size of data (in Kbytes) to be sent to FTPS server 

 

AT Command Syntax 

AT+FTPREAD 

Description 

This command is used to read the file “data.txt” in the FTPS server. 
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5 Examples 

5.1 FTPS Server Setup 

Our test is based on FileZilla server version 0.9.25 beta. Please notice that for FTPS transfer, only passive mode is supported 
in this sample application. 

1. Firstly, we need to set up  the port range for the data channel. Please make sure those ports can pass 
through the firewall on the server side. 

 

 

2. Next, we need to configure the SSL setting of the server. Please refer to the picture below. 

 

 

3. Now the FTPS server should be ready to listen on port 5010. 
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5.2 Client Side 

1. When the program starts, the UART1 of the module will show the following:

 
This is to set up the GPRS connection information and  the FTPS server information. For example, the 
user can input: 

AT+FTPS= "mobile.three.com.hk","","","123.123.123.123","user","password",5010 

After network registration, the module will connect to GPRS and log in to the FTPS. 

 

2. If login is successfully processed, the user should see the following: 

 

 

3. Now the user can type AT+FTPSEND=[Number of Kbytes] to send the file (data.txt) and AT+FTPREAD 
to read the file(data.txt). 
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6 Package Deliverables 

This application note is delivered as a single compressed zip archive as follows: 

Filename Description 

AirPrime and AirLink - FTP Over SSL - 
Application Note - Rev4.0.zip 

The zip file includes this application note, the source code of this sample 
application, the server key file and the server certificate file. 

6.1 Documentation 

Filename Description 

AirPrime and AirLink - FTP Over SSL - 
Application Note - Rev4.0.pdf 

FTP over SSL application note 

6.2 Software 

Filename Description 

src\appli.c source code 

src\cfg_gprs.c source code 

src\entry_point.c source code 

src\keys.c source code 

src\server-cert.pem FTPS Server private key file 

src\server-key.pem FTPS Server certificate file 

7 Software Compatibility Matrix 

Firmware Open AT Framework Libraries 

FW 7.45 Open AT Framework 2.35 
Internet 5.41.0.201102280815 

Security 1.5.0.201102282015 

FW 7.46 Open AT Framework 2.36 
Internet 5.42.0.201108100923 

Security 1.5.0.201108111447 

FW 7.47  Open AT Framework 2.37 
Internet 5.43.3.201212250709 

Security 1.5.0.201108111447 

FW 7.51 Open AT Framework 2.51 
Internet 5.54.0.201206011257 

Security 1.16.0.201206041340 

Note:  This application note is not applicable to software packages later than Open AT Framework 2.51.  
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8 Important Note 

1. For the FTPS sample application, please make sure the Internet Library and the SSL function in the 
extended commercial features of the target module has been enabled. For details, please refer to the 
AT+WCFM command in the AT command user guide. 

2. If you see the following error message during the connection to the FTPS, 

@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@ 

@@         WARNING! SSL VERIFICATION FAILURE          @@ 

@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@ 

 

Failure reason: X509_V_ERR_CERT_NOT_YET_VALID 

[SSL] SSL_ERROR_SSL 

[SSL] Serious connection error 1 (SSL state==0) 

 

This is due to the invalid date of the certificate from the module side. The valid date is between  “Dec 14 16:32:17 
2006 GMT” to “Dec 11 16:32:17 2016 GMT”. So please adjust the real time clock of the module using the AT+CCLK 

command. For example, the user can send AT+CCLK="11/03/10,17:33:00" to overcome this problem. 

3. When building the program, please choose the Memory type to be 1MB+, otherwise, abnormal reset will 
be seen. 

 
 

Note:  The total RAM size of the module must be greater than 8Mb. 

 

9 Support 

For direct clients: contact your Sierra Wireless FAE 

For distributor clients: contact your distributor FAE 

For distributors: contact your Sierra Wireless FAE 

  



 

FTP over SSL 

2170017-4.0 

 

2170017 Rev 4.0 December 11, 2013 7 

10 Document History 

Version Date History 

001 August 12, 2011 Creation 

2.0 December 13, 2011 Updated the document header 

3.0 January 06, 2012 Added SL6087 in the list of supported modules 

4.0 December 11, 2013 Updated section 7 Software Compatibility Matrix 

11 Legal Notice 
Important Notice 

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are 
rare when wireless devices such as the Sierra Wireless modem are used in a normal manner with a well-constructed network, the Sierra Wireless modem should not be used in situations where failure to transmit or receive data 
could result in damage of any kind to the user or any other party, including but not limited to personal injury, death, or loss of property. Sierra Wireless accepts no responsibility for damages of any kind resulting from delays or 
errors in data transmitted or received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem to transmit or receive such data. 

Safety and Hazards 

Do not operate the Sierra Wireless modem in areas where cellular modems are not advised without proper device certifications. These areas include environments where cellular radio can interfere such as explosive 
atmospheres, medical equipment, or any other equipment which may be susceptible to any form of radio interference. The Sierra Wireless modem can transmit signals that could interfere with this equipment. Do not operate the 
Sierra Wireless modem in any aircraft, whether the aircraft is on the ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF. When operating, the Sierra Wireless modem can transmit signals that 
could interfere with various onboard systems. 

Note:  Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door is open. Sierra Wireless modems may be used at this time. 

The driver or operator of any vehicle should not operate the Sierra Wireless modem while in control of a vehicle. Doing so will detract from the driver or operator’s control and operation of that vehicle. In some states and 
provinces, operating such communications devices while in control of a vehicle is an offence. 

Limitations of Liability 

This manual is provided “as is”.  Sierra Wireless makes no warranties of any kind, either expressed or implied, including any implied warranties of merchantability, fitness for a particular purpose, or noninfringement.  The recipient 
of the manual shall endorse all risks arising from its use.   

The information in this manual is subject to change without notice and does not represent a commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES SPECIFICALLY DISCLAIM LIABILITY FOR 
ANY AND ALL DIRECT, INDIRECT, SPECIAL, GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR 
ANTICIPATED PROFITS OR REVENUE ARISING OUT OF THE USE OR INABILITY TO USE ANY SIERRA WIRELESS PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY THIRD PARTY. 

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates aggregate liability arising under or in connection with the Sierra Wireless product, regardless of the number of events, occurrences, or claims 
giving rise to liability, be in excess of the price paid by the purchaser for the Sierra Wireless product. 

Customer understands that Sierra Wireless is not providing cellular or GPS (including A-GPS) services. These services are provided by a third party and should be purchased directly by the Customer. 

SPECIFIC DISCLAIMERS OF LIABILITY: CUSTOMER RECOGNIZES AND ACKNOWLEDGES SIERRA WIRELESS IS NOT RESPONSIBLE FOR AND SHALL NOT BE HELD LIABLE FOR ANY DEFECT OR DEFICIENCY OF 
ANY KIND OF CELLULAR OR GPS (INCLUDING A-GPS) SERVICES. 

Patents 

This product may contain technology developed by or for Sierra Wireless Inc. 

This product includes technology licensed from QUALCOMM
®
. 

This product is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents licensed from InterDigital Group and MMP Portfolio Licensing. 

Copyright 

© 2013 Sierra Wireless. All rights reserved. 

Trademarks 

Sierra Wireless®, AirPrime®, AirLink®, AirVantage®, WISMO® and the Sierra Wireless and Open AT logos are registered trademarks of Sierra Wireless, Inc. or one of its subsidiaries. 

Watcher® is a registered trademark of NETGEAR, Inc., used under license. 

Windows® and Windows Vista® are registered trademarks of Microsoft Corporation. 

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the U.S. and other countries. 

QUALCOMM® is a registered trademark of QUALCOMM Incorporated.  Used under license. 

Other trademarks are the property of their respective owners. 
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